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The emergence of Al-generated deepfakes as a new tool for gender-based violence
against women: A brief narrative review of evidence and the implications of the
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Abstract

Technology facilitates crime. Perpetrators use technology to commit new crimes or old crimes in new
ways. The advancement of technology has spawned several cybersexual crimes that affect women
disproportionately. The emergence of deepfakes has brought a new dimension to women’s cyber
sexual victimization. There is little empirical research on deepfakes and women’s sexual abuse.
Therefore, for this comment piece we reviewed existing peer-reviewed articles and data from
websites to show that deepfakes have become a new tool for gender-based violence against women.
We use a techno-feminist perspective to argue that deepfake technology is an addition to the tools
that are used to form a patriarchal-capitalist society. Like other cybercrimes, cybercrimes using
deepfakes affect women disproportionately, and deepfakes have become a tool to control and
subjugate women. Also, we contend that techno-feminism has ignored the masculine aspects of new
technologies. There is a need for more research on the role of deepfake technology in women’s

sexual abuse to prevent gender-based violence against women.
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Introduction

In this era of technology and digitalization, cybercrime has become a matter of concern. Cybercrime
differs from other crimes in where it takes place. Cybercrime is crime or criminal activity that occurs
through the internet using information and communication technology (Jaishankar, 2018; Leukfeldt
etal., 2020; Hall et al., 2021). Different scholars have tried to define cybercrime and there is presently
no consensus about what constitutes cybercrime (Phillips et al., 2022; Holt & Bossler, 2014). In
general, it is used as an umbrella term for a broad spectrum of digital crime (Sabillon et al., 2016).
Government, industry and the general public all use the umbrella word "cybercrime" to describe a
range of illegal practices and unlawful activities with the use of computers, the internet, or various
technological devices (Wall, 2007). It is widely accepted that the word refers to both existing crimes
that are made easier or more severe by using technologies, in addition to emerging crimes that have
arisen due to the use of the same (Ho & Luong, 2022). According to psychosocial and socio-economic
categories, there are five types of cyber-crime: cyberbullying, online harassment, online fraud,
revenge porn, and cyberstalking (lbrahim, 2016; Lazarus, 2019). Perpetrators generally commit this
type of crime for economic and/or psychological gain (Ibrahim, 2016). According to the Tripartite
Cybercrime Framework (TCF) developed by Lazarus (2019), cybercrime can be divided into three
broad categirues based on motivation. These are socioeconomic, psychological, and geopolitical

cybercrime.

A large number of studies on cybercrime are concerned with harassment in cyberspace rather than
attacks on devices. Cyber harassment can range from cyberstalking to cyberbullying, and cyber
hatred (see Wall, 2007; Halder & Jaishankar, 2008; Hinduja & Patchin, 2010) and affect teenagers and
women disproportionately (Bocij, 2004; Halder & Jaishankar, 2008). Cyberbullying is the most widely
used term in the cybercrime literature (Bailey, 2014; Todd, 2014). It is the intentional and malicious
use of technology to harm and defame others by publishing fabricated texts, videos, images, or

profiles (Safety Net Canada, 2013).
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Much of the existing literature on cybercrime focuses on traditional ways of committing cybercrime
(see Wall, 2007; Halder & Jaishankar, 2008; Hinduja & Patchin, 2010; Ibrahim, 2016; Lazarus, 2019).
However, the emergence of Al-generated deepfakes has added a new dimension to cybercrime and
defaming people. Some existing literature shows that Al-generated deepfakes affect women
particularly (see Citron & Chesney, 2019; Westerlund, 2019; Dunn, 2020; Hao, 2020). Despite this, a
dearth of information exists on the use of Al-generated deepfakes as tools for gender-based violence
against women. This article aims to fill this void. To this end, we employ a techno-feminist perspective
to explain that Al-generated deepfakes are used to subjugate women. The paper is divided into three
sections. Firstly, we reviewed relevant literature and data to show that cybercrimes are gender-
based. Secondly, we accumulated literature to argue that Al-generated deepfakes facilitate violence
against women. Finally, we use the techno-feminist perspective to provide an understanding of how
Al-generated deepfakes are used to demean women. Furthermore, we present the case for using
techno-feminism to explore the gendered aspect of Al-generated deepfakes. Overall, we argue that

Al-generated deepfakes are the result of the masculine urge to control, abuse, and subjugate women.

Cybercrime and Gender-Based Cyber Violence

Cybercrime has aroused growing concern around the world due to its high destructiveness and
widespread influence. In 2017, the WannaCry ransomware attack affected more than 230,000
computers across 150 countries, resulting in economic losses of more than 4 billion dollars and posing
a serious danger to the global education, government, finance, and healthcare sectors (Mohurle &
Patil, 2017; Castillo & Falzon, 2018; Ghafur et al., 2019). According to certain criminological theories,
such as routine activity (Cohen & Felson, 1979), general strain (Agnew, 1992) and general theory of
crime (Gottfredson & Hirschi, 1990), cybercrime is a sophisticated phenomenon that is shaped by the
interplay of underpinning economic and social factors. The development of cybercrime
agglomerations is significantly influenced by human and societal variables (Watters et al., 2012;

Waldrop, 2016; Leukfeldt & Holt, 2019).
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In recent years, a growing body of sociological and psychological research has focused on the human
elements underlying cybercrime and examined phishing attacks, the spread of malware, identity
theft, fraudulent activities on the web, harassment through the internet, cyberbullying, and other
forms of cybercrime (Bergmann et al., 2018; Mikkola et al., 2020). Although males are more likely to
be the victims of certain types of cybercrime, such as piracy, fraud and identity theft (Nasi et
al., 2015), women tend to be the victims of romance scams (Whitty & Buchanan, 2012) and sexual
harassment (Nasi et al., 2015) more than males. The world's biggest-ever survey by the European
Union Agency for Fundamental Rights (FRA) revealed that 73 percent of women surveyed

experienced internet-based sexual violence at least once (EU FRA, 2014).

Cyber violence against women can take many forms: cyberstalking, harassment, bullying, gender-
based hate speech, and non-consensual intimate image abuse (EIGE, 2022). Studies show that
women and girls are at greater risk of being the victims of cyber violence, enduring recurrent and
extreme kinds of abuse, from physical to psychological and emotional, and incurring negative
outcomes (GREVIO, 2021). UN research (2015) shows that 73 percent of women who use modern
communication technology have faced some cyber abuse, such as sexual violence. In a study of
almost 9000 Germans, a noticeable gender disparity was found among users of the internet aged 10
to 50: females compared to males were considerably more likely to have experienced the effects of
online stalking and the trauma of this kind of violence was greater among women victims (Staude-
Midller et al., 2012). Similarly, a Pakistani study showed that females are the primary victims of
cybercrime, primarily cybersexual crime (Anjum, 2020). The scenario is the same in Indonesia (see
National Commission on Violence Against Women, 2019). Women between the ages of 18 and 24
are particularly vulnerable to all forms of cyber-VAGW. According to Amnesty International's 2017
research, a quarter of the 4,000 women polled in European countries, even those from highly affluent
nations like the United Kingdom, Spain, and Italy, had at least sometimes encountered online
violence or harassment on the internet. Eighteen percent of women in EU countries—or roughly 9
million women—have been victims of significant online assault since the age of 15, according to this
study. Online VAWG comes in the form of obscenely graphic and threatening electronic texts,

pictures, and video contents. Dating websites and social networking sites, as well as chat rooms and
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messaging apps, make up the majority of the sender channels. Experiencing this type of abuse is more
prevalent among women and girls of all ages than their male counterparts (Davis & Schmidt, 2016;
Reyns et al., 2011). Women in Ghana experience internet harassment through rude remarks and
pornographic photographs and videos (Armiwulan, 2021). A similar scenario has been seen in
Bangladesh. A 2022 study by ActionAid Bangladesh showed that approximately 64 percent of women
reported being victims of cyber violence, compared to around 50 percent in the previous year. The
type of online violence they faced were sexual comments, receiving explicit images, proposals to
have sex, discrimination, creation of fake IDs, stalking, threats of sexual assault, having private photos
posted without consent, and having photos edited and posted on pornography sites (Dhaka Tribune,
2022). Not only women generally, but also women activists are subject to cyber violence. For
instance, there have been recorded cases of internet stalking and sexual assault against women
activists in Colombia (Lyons & Blanchard, 2016). Females face online sexual abuse and sexist remarks
despite being public figures. This can be seen in the case of UK Labor MP Jess Phillips, who received
over 600 threats of rape in a single night and sexist comments on her social media accounts

(Rawlinson, 2018).

Since these forms of internet-based sexual violence disproportionately affect women, this violence
can therefore be called gender-based violence, which the UNHCR defines as violence against
someone because of his/her sex or gender. This new type of gender-based violence is called gender-
based cyber violence which is made possible by the continual connectivity and greater usage of new
digital technologies (EIGE, 2022). Previous studies indicate that the nature of cybercrime, especially
cyber-sexual violence, is similar across borders. Women and girls are the primary targets of these
crimes, which makes them gender specific. We argue that men find women and girls as the most
vulnerable and suitable targets. Women become susceptible to internet-based sexual violence with
their increasing use of digital technology. On the other hand, the availability of digital technology
opens new avenues for men who exploit women for their gratification. One such technology is
Artificial Intelligence (Al). Using Al, men create deepfakes of women to abuse them and harm their
image (Dunn, 2020). The addition of Al-generated deepfakes within the tools for abusing women

adds a new dimension and facilitates the commission of gender-based sexual violence.
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Artificial Intelligence (Al)-Generated Deepfakes: A New Tool for Violence against Women

Al has a considerably longer history than is typically thought, going all the way back to ancient Greece
(Dennehy, 2020). However, Alan Turing is credited for its present form (see Turing, 1950), and John
McCarthy formally defined the phrase "artificial intelligence" as "the science and engineering of
creating intelligent machines" at a conference held at Dartmouth College in 1956 (McCorduck & Cfe,

2019). According to McCarthy (1988):

Al is concerned with methods of achieving goals in situations in which the information
available has a certain complex character. The methods that have to be used are related to
the problem presented by the situation and are similar whether the problem solver is human,

a Martian, or a computer program.

However, cybercriminals have not just discovered a unique means of leveraging their illegal actions
through the utilization of Al technology, but also new chances to plan and carry out attacks upon
governments, businesses, and individuals. Although there is little proof that criminal organizations
possess the technological knowledge necessary to effectively manage and use machine learning and
Al systems for illicit objectives, it is undeniable that these organizations have recognized the
enormous opportunity of these systems for illicit and destructive activities (Khanna & Khanna, 2020).
Data and the present situation indicate that hackers are increasingly using the internet to create and
disseminate malware and launch ransomware assaults, which are greatly facilitated by Al technology

(Velasco, 2022).

Al-created deepfakes are a further harassing trend pervasive in numerous sectors. Deepfakes are
based on Al deep learning algorithms, an area of machine learning that applies neural net simulation
to massive data sets to create fake videos of real people. These are trained algorithms that allow the
recognition of data patterns, as well as human facial movements and expressions, and can match

voices to imitate the real voice and gestures of an individual (European Parliamentary Research
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Service, 2021). They substitute the resemblance of one person for another, giving the target person
the appearance that they are speaking or acting in the same way as the source person (Albahar &
Almalki, 2019). Although deepfakes can be made with the agreement of the people portrayed, they
are frequently made without their knowledge. Recent innovations have made it possible to create
complex deepfake films from a single image, making it possible to construct any computerized human
record and endangering privacy (Naitali et al., 2023). Deepfakes are employed for illegal activities
including extortion, emotional abuse, fraud, and prejudice against women and adolescents (Hao,
2020). It is a special tool for technology-based abuse and assault against women (Citron & Chesney,
2019). Although deepfake technology is being employed for a variety of beneficial purposes, it has
also been used to torture, degrade, and humiliate women (Westerlund, 2019). Deepfakes provide a
fresh method of exercising dominance and control (Eaton & McGlynn, 2020). This is a new method
of image-based sexual abuse which is different from traditional sexual abuse and has various
consequential impacts on victims, affecting mental and physical health, reputation, and relationships
(Henry et al., 2020). Deepfakes are frequently used as abusive tools to undermine a woman's
identity, harm her image, frighten her, and coerce her into submission (Dunn, 2020). Deepfakes
propagate and perpetuate an online environment where women's pictures are fabricated for general
amusement by utilizing a woman's physical appearance as an online resource without her consent.
The widespread use of deepfakes further assumes, breeds and strengthens an online space in which
women's images are fabricated for consumption by men who occupy these digital worlds by using a

woman's face and body as a digital resource without her consent (Van Der Nagel, 2020).

Sensity, a cybersecurity company, claims that deepfakes are expanding fast and doubling in number
every six months (Compton, 2021). Ninety percent of the 85,000 deepfake videos circulating online
feature women in non-voluntary pornographic content. Regarding the developers, a simple glance at
the top 30 on one website finds deepfakers everywhere, including in the United States, Canada,
Guatemala, and India (Compton, 2021). Adam Dodge, the founder of EndTAB, a nonprofit
organization that educates individuals about technology-facilitated abuse, claims that this is violence

against women (Hao, 2021).
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Deepfakes and Gender-Based Violence: From a Techno-Feminist Perspective

Gender dynamics in the usage of technology can be understood from a techno-feminist perspective.
Techno-feminism, first used by Cynthia Cockburn (1983) and developed by Judy Wajcman (2004), is
a theoretical approach concerned with the study of the intersection of gender and technology (Sikka,
2017). This approach examines the implication of gender with technologies that are thought to be
symbols of masculinity (Wajcman, 2004). Also, this approach shows how gender and technology
shape each other (Sikka, 2017) and facilitates the study of women’s interaction and usage of various

technologies (Chan, 2018).

Digitalization is a new revolution aimed at enhancing people’s lives and well-being. However, women
have failed to get equal benefits as men from this revolution (Wajcman et al., 2020). It has been
found that a gender gap persists in almost every country (Sey et al., 2018). Research shows that
gender intersects with different factors, such as race, class, sexuality, ethnicity and other aspects of
difference within the present form of technological society. These intersections create diverse
challenges for women, and women from minority groups face the most disastrous effects of
technology (Buolamwini & Gebru, 2018). Despite attempts to make algorithms and data-driven
decision-making processes objective, unbiased, and equitable, technological biases exist, and Al
intensifies them, as a result of the exclusion of women and marginalised people from leadership

positions in the field (Wajcman & Young, 2023).

The central idea of techno-feminist theory, which points out that technology and gender shape each
other, considers technology as a root and a result of patriarchy (Wajcman, 2004). By proposing
technology as “both a source and consequence of gender relations”, Wajcman (2006: 15) argues that
technology and gender are mutually constituted. Particularly, men shape technology and exclude
women from the technological sphere (Wajcman, 2010). Indeed, data show that women are largely
excluded from the technology workforce, Al workforce, and Al research (see (Wajcman & Young,

2023).
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However, we suggest that the scope of techno-feminism should be broadened out, by not only
focusing on women’s underrepresentation within the technological sphere but also examining
women’s subjugation as they experience gender-based violence within the new waves of technology,
such as deepfakes. This is because subjugating women by gender-based violence has potentially
more severe impacts than excluding them from the technological workforce. Existing evidence shows
that cybercrime works as a means of controlling, intimidating or harming those who are subjugated.
Technology facilitates these crimes and provides offenders with a means of committing them. They
can hurt others anonymously and inflict psychological pain. Technology encourages them and makes
harming others easier (Al-Nemrat et al., 2010) and women are the primary easy targets of abusive
technology-made content (Jane, 2016). Along with other uses of deepfake technology, it has been
used to make content to facilitate image-based sexual abuse of women, to humiliate and abuse them
(Westerlund, 2019). Perpetrators use deepfake technology to dominate women (Eaton & McGlynn,
2020) and make them submissive (Dunn, 2020). These dominating and controlling effects of
deepfakes are overlooked in the public sphere (Eaton & McGlynn, 2020; Jane, 2016). Considering
these, we argue that exercising control over women and demeaning them using deepfake technology
is a patriarchal-capitalist process that harms women and halts their advancement. The digital world
mirrors and exacerbates the traditional patriarchal society that harms women in the offline world.
Women are more likely than men to become the victims of technology-facilitated crimes, and
deepfake technology harms women disproportionately. The available evidence on women’s sexual
abuse by Al-generated deepfakes shows how women are subjugated. The male perpetrators use Al-
generated deepfakes for domination and to control and demean women. Al and masculinity thus

combine to form a more patriarchal society.

While techno-feminists are mostly concerned with women’s underrepresentation in science and
technology, we argue that the focus should be extended to also viewing how technology breeds
gendered oppression. Empirical studies should also focus more on emerging technologies, such as Al

and deepfake technologies, and their impacts on women.
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Conclusion

Technology reflects and reproduces traditional gender relations in our societies, including the
cultures and practices of sexual violence against women (Powell & Henry, 2017). Although Al has
become an essential part of digital services and governments around the world are willing to use Al
to combat crime (Velasco, 2022), Al-generated deepfakes are becoming a matter of concern for both
political and personal life (Westerlund, 2019). This technology has become a tool for violence against
women (Hao, 2021). However, Al-generated deepfakes and their potential as a tool for dominating
women have been overlooked in techno-feminist literature. With this article, we call for new avenues
of research within techno-feminism, emphasizing deepfakes as a new tool for reproducing traditional

patriarchal power dynamics.

We also call for strategies to combat this image-based sexual violence. Although numerous strategic
partnerships and international instruments have been formed to combat Al-based cybercrimes (see
Velasco, 2022), there is no strategy or regulation focused on regulating violence against women by
deepfake technologies. However, there are ways to combat deepfakes (Westerlund, 2019).
Significant recent research has concentrated on deepfake technologies. This research should focus
more on deepfakes’ effect on women, especially the sexual abuse of women, and on identifying
methods to prevent perpetrators from using deepfakes to commit sexual violence against women.
More attention should be given to the development of anti-deepfake technology. Overall,
governments should develop strategies to combat this transnational cyber sexual violence against

women.
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